U.S. Department of Veterans Affairs

Veterans Health Administration
Office of Community Care

Healthshare Referral Manager

(HSRM) Single Sign-On External
(SSOE) Quick-Reference

1. Purpose 3. ID.me Account Registration

The purpose of this quick reference guide is to provide Single sign-on external (SSOe) access to HSRM requires
instructions for using the single sign-on external (SSOe) users to have a verified ID.me account. There is no cost
authentication system to log in to HealthShare Referral associated with creating an ID.me account. Those who do
Manager (HSRM). Additionally, the guide outlines not already have such an account can create one using
the general process for obtaining access to HSRM for the following process:

community providers.

1.Go to the ID.me website using Google Chrome or

2. Prerequisites
q Firefox web browser.

If you are interested in using HSRM, please first confirm
your facility has an active network agreement (i.e
Community Care Network (CCN), TriWest) or Veterans
Care Agreement (VCA) with VA.

2.Click My Account at the top right of the screen.

Exhibit 2: ID.me Home Screen

Note: The graphic below illustrates all of the steps
involved in signing up for HSRM as a community :
provider. This quick reference guide demonstrates how
to complete step 2 of the process. Please proceed to step
3 once you have successfully completed the activities
outlined in this guide.

D.me simplifies
ndividuals

we and

Exhibit 1: Community Provider HSRM Account enine
Creation Process

Training: Each staff member attends two-hours . .
Step 1 training on VHA Train or reviews Community 3.Click Create An ID.me Account at the top right of
All Staff i i
Provider User Guide. the screen.

Step 2 ID.me: Each staff member creates an ID.me account Exhibit 3: ID.me Account Creation
T at https://www.id.me/
a

Submit Team Information: On staff point of contact
Step 3 fills out the HSRM End User Tracker, then sends it to
[ZYelAe[oll the HSRM Help Desk at HSRMSupport@va.gov.

Step 4 Receive Accounts: HSRM Help Desk will create user
accounts in HSRM, then provide confirmation of
LERIESSN 5ccount creation to the facility point of contact.

Step 5 Log Into HSRM: Go to https://ccracommunity.va.gov
All Staff

to log into HSRM and begin processing referrals.
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4.Fill out the fields on the Sign Up screen.
Note: The email address you use for your ID.me
account should be the same email address you provide
on the HSRM End User Tracker (from step 3 of Exhibit 1).

Exhibit 4: ID.me Sign-up

ID.me
Sign Up ar signinto vour aosoun
9.The next screen will direct you to check your inbox for a
Petdiond confirmation email. Go to your email account and find
the confirmation email.
(e p— Exhibit 8: Email Address Confirmation 1

CONFIRM YOUR EMAIL ADDRESS

We sent an email to your.email.address@domain.com.

5.Go to the HSRM Login Please check your inbox and follow the
’ ’ instructions to confirm your email address.

6.Click the Community Care Referral and _ o
Please check your spam folder in case you cannot
Authorization (CCRA) icon on the top left. find the email.

Exhibit 5: CCRA Icon 10.Follow the instructions provided in the

confirmation email.

CCRA Exhibit 9: Email Address Confirmation 2

Community Care Confirm your email address

Referral & Authorization

. . . . Please click on the link below to confirm your email.
7.Click Sign in with ID.me.

Exhibit 6: ID.me Sign-In Options

or copy and paste this link into your browser.

AccessVA https://api.id.me/en/confirmations/
4216473e3f0eea25f2d4fAce2718ff31/complete?
code=767686

Acceria Vome | Aboust Asceteéa | Contset s

CCRA

Chonas 5 Sacirs VA PAMMEr 10 2ign Into Community Care Referals and Authorization (CCR&R):
Don't have one? Reglster for & Signdn Pariner or Learn More

Please note that this link will expire in 15 minutes.

ign in wen
[ o

11.A new browser window will open. Instead of going
to VA.gov, as directed on the screen, return to the
HSRM Login.

8.Accept the terms of VA System use.
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Fact Sheet

Exhibit 10: Email Address Confirmed

=Y
Your email has been confirmed!

Thank you for confirming your email.
Please return to VA.gov.

12.Repeat steps 6 through 8.

13.When prompted, enter your email address and password.

Exhibit 11: Sign In to ID.me

ID.me + &

Slgn In or sign up for an account

Email

Passware

Forgot Password

Or sign in with

f racabock G soogle in tinkadin

View more login options »

14.When prompted to secure your account, follow the
instructions to enable two-factor authentication (2FA).

VA

U.S. Department of Veterans Affairs

Veterans Health Administration
Office of Community Care

Exhibit 12: Two-Factor Authentication

ID.me +

SECURE YOUR ACCOUNT
Add an extra layer of s
Witt ctor authen

a5 yau. You only need to set up your device for
two-factor authentication once.

Select an option below to setup two-factor
authentication

Text Message or Phone Call
(Get 2 6-digit code sent to your phane by

text message or phone call.

Push Notification
Approve sign-ins via Push Nodfications sent

0 the ID.me Authenticator moaile 30p.

[+3)  code Generator Application

Generate verfication codes via code
s like ID.me Authenticator to

B FIDOU2F SecurityKey

Use a security key, a small device that
connects to your computer's USB port

T, Mobile Yubikey
Enroll a YubiKey security key for secure
mobile authentication.

15.0nce you have completed the steps to enable 2FA,

you will see a confirmation screen similar to the one

shown here. Click Continue.

Exhibit 13: Confirmation of 2FA

YOUR ACCOUNT IS NOW SECURE

Your phone number can now be used for two.

factor authentication

=2

Visit |D.me

ctor authentication settings

Recovery code

ACcount to view and manage two-

A recovery code can be used in the event you lose
access to your two-factor authentication device.

‘ Generate recovery code ‘

16.Next, you'll be prompted to verify your identity.
Select one of the options and follow the provided

instructions.
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Exhibit 14: Identity Verification

ID.me + %)

VERIFY YOUR IDENTITY

There are several options for you to verify your
identity and this process only takes a few minutes
You'll only need to verify your identity once.

Choose a verification method

L@ Answer questions about your credit

birth date, and sodia
can canfirm your ide

[[S] Upload photos of your license or state D
Upload phatos of your driver's license or
stte |D. and enter your social security

number.

=\ Upload aphato of your passport
Upload a photo of your passport and enter
=

your social security number

3=

17.0nce you have verified your information, you will be
prompted to provide ID.me with permission to share
your information with the VA application. Click Allow.

Exhibit 15: Authorize Your VA Application

ID.me + @

AUTHORIZE YOUR VA APPLICATION

WE'VE VERIFIED YOUR IDENTITY!

your VA application will recelve:

& Birth Date & Middle Name
@ City @ Phone

& Email & Postal Code
& First Name & state

& Full SSN & Street

@ Last Name

| Deny ‘

U.S. Department of Veterans Affairs

Veterans Health Administration
Office of Community Care

VA

18.Your information has been submitted to ID.me. Next,
please ensure your team completes the activities
listed in the HSRM Account Registration Next Steps
section of this guide.

4, HealthShare Referral Manager Account Registration
Next Steps

After completing the ID.me account registration process,
perform the following steps so the Help Desk can create
your HSRM accounts:

1.0ne point of contact (POC) from your organization will
fill out the End User Tracker with names, email
addresses, and additional information for the staff
members requiring HSRM access. Note: Please ensure
the email addresses listed match those used for each
respective user’s ID.me account.

2.The POC will then submit the End User Tracker to
the HSRM Help Desk at HSRMsupport@va.gov

3.The HSRM Help Desk will provide the POC with
confirmation when staff access has been granted. At
this point, staff can log into HSRM using the steps in
the Log into HSRM section of this guide.

4.1 Log into HSRM

Once a user has received confirmation from the HSRM
Help Desk that their HSRM account has been created, the
following process should be used to log into the system:

1.Go to the HSRM Login.

2.Click the Community Care Referral and
Authorization (CCRA) icon on the top left.

Exhibit 16: CCRA Icon

) CCRA

VA €5 CC Community Care
Referral & Authorization

3.Click Sign in with ID.me
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Exhibit 17: Sign in with ID.me this guide). Your screen may be different depending
upon which 2FA method you have chosen.

Exhibit 20: Complete Sign-in via 2FA

AccessVA

@ CCRA

COMPLETE YOUR SIGN IN

Choosa a securo WA Partner to sign Care Ruforrats and o
Don't have one? Ragister fof a Sign-in Partees of Leam Mare

Bign 0 with
D i

Receive authentication code via phone

K; £

Text message Phone call

4.Accept the terms of VA system use.

Exhibit 18: Secure Login Redirect

You will receive a code at the following number

I ® (o079 |

If you've changed phone numbers or carriers from
when you previously set up two-factor authentication,
please update your settings here.

5.When prompted, enter your email address and password.

Exhibit 19: ID.me Sign-in 7.0nce you complete your chosen method of 2FA, you
Do @ will be logged into HSRM.
5. Resources
s e e For assistance with the ID.me website, please go to the
e ID.me Support page.
e For direct support with HSRM, contact the HSRM Help
Desk using either of the following methods:

6 — Call 1-844-293-2272

— Email HSRMsupport@va.gov

6.The next screen will prompt you to complete your
sign-in via the 2FA method you chose when you set up
your account (this example shows the phone method
of 2FA). Note: There are five methods of 2FA (go to
step 14 in the ID.me Account Registration section of
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